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Let’s focus first on the governing 
legal principle and then apply it to the 
practicalities of the modern American 
workplace. Communications between 
a lawyer and client/employee are not 
deemed privileged if exchanged in a 
setting where there is no reasonable 
expectation of confidentiality for the 
client/employee. Most corporations 
have adopted policies prohibiting per-
sonal use of company computers and 
have warned that email traffic may be 
monitored and read by company of-
ficials. This should send the message 
that confidentiality cannot reasonably 
be expected. Despite this fact, many 
employees continue to use corporate 
computers for personal use includ-
ing privileged communications with 
their lawyers even in matters where 
the employee and the company are ad-

verse. The courts have therefore been 
confronted with the sticky issue of the 
applicability of the attorney-client 
privilege to email communications in 
the employment context where legal 
principle collides with reality. Not 
surprisingly, there is no uniform rule.

Just for fun, let’s first review some 
basics about the attorney-client privi-
lege and then apply them to electronic 
communications.

Confidentiality— 
The Key to the Privilege

At its core, the attorney-client privi-
lege protects communications between 
a client and her attorney that are made 
in confidence for the purpose of ob-
taining legal advice.1 The pivotal issue 
in the cases involving employee emails 
is the element of confidentiality,2 

which requires that the communica-
tion be made with the intent that it be 
confidential and with the reasonable 
expectation and understanding that, 
under the circumstances, it will remain 
confidential.3 Although you might 
question the confidentiality of email, it 
is generally recognized that the mere 
use of email to transmit a confidential 
communication to an attorney does 
not, of itself, vitiate the privilege.4 

The Four-part Test of Reasonable 
Expectations of Confidentiality

A different standard applies to 
determining whether email commu-
nications between an employee and 
her attorney satisfy the confidentiality 
element so as to fall within the protec-
tion of the attorney-client privilege. 
The limited number of decisions 
addressing this issue typically focus 
on four factors: the existence of a 
company policy banning the personal 
use of the employer’s computer; the 
enforcement of a no-personal-use 
policy through the monitoring of 
company computers; the employee’s 
knowledge of the no-personal-use and 
monitoring policy; and the right of 
third parties to access the employer’s 
computers.5 Where all of these factors 
are present, the courts have generally 
held that the privilege is inapplicable. 

In one well-known case, Scott v. 
Beth Israel Medical Center Inc.,6 a 
wrongful termination action brought by 
the former chairman of the orthopedic 
department at the defendant hospital, 
the plaintiff/surgeon sought a protective 
order requiring the return of all email 
communications between the plaintiff 
and his attorney that were made using 
the plaintiff’s employee email address 
and the hospital’s email system. The evi-
dence disclosed that the defendant had 
an email policy that limited use of the 
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system for business purposes; provided 
that all material “created, received, 
saved, or sent” on the defendant’s com-
puter system constituted the property of 
the defendant; disclaimed any personal 
privacy right in any such material; and 
reserved to the defendant the right 
to access and disclose such material 
without prior notice.7 The email policy 
was included in the defendant’s policy 
and procedure manual which was avail-
able on the defendant’s intranet, in hard 
copy at the office of the administrator 
for each department, and, after 2002, in 
an employee’s handbook distributed to 
every employee.8 Although the plaintiff 
had not signed a form acknowledging fa-
miliarity with the email policy, a require-
ment for doctors hired after the plaintiff, 
the evidence showed that the plaintiff 
had served as chairman of the orthope-
dic department and worked closely with 
that department’s administrator.9

In support of his claim that the 
emails were protected by the attorney-
client privilege, the plaintiff relied on 
a New York statute providing that 
a communication does not lose its 
privileged character solely because “it 
is communicated by electronic means 
or because persons necessary for the 
delivery or facilitation of such elec-
tronic communication may have access 
to the content of the communication.”10 
The surgeon argued that this provision 
protected his privileged email com-
munications and rendered any contrary 
email policy irrelevant.11 The court re-
jected this argument and held that the 
statute does not absolve the holder of 
the privilege from protecting privileged 
communications, but instead, recog-
nizes that an email communication 
may lose its privileged character for 
other reasons.12 Applying the four-part 
test set forth above,13 the court found 
that the defendant’s no-personal-use 
email policy, and its policy allowing 
for the monitoring of the plaintiff’s use 
of the computer system, together with 
what the court found as the plaintiff’s 

actual and constructive knowledge of 
these policies, undermined the reason-
able expectation of confidentiality in 
the email communications—hence no 
attorney-client privilege.14

According to Scott, therefore, a 
company may defeat a claim of privilege 
by an employee with respect to email 
communications using the company’s 
computer system, where the employee 
knows, or should know, that such 
usage is contrary to express company 
policy and is also subject to monitor-
ing. Where such policies exist, even the 
employee’s use of a private password- 
protected email account may not be 
enough to support a claim of privilege.15 
Some courts have also found that a 
monitoring policy, together with the 
employee’s knowledge thereof, may be 
sufficient to thwart a claim of privilege.16

Contrary Views
There are, however, discordant 

strands in the jurisprudence. Despite 
the existence of policies banning the 
personal use of company computers 
and providing for the monitoring of 
computer usage, some courts have up-
held employee’s claims of privilege. For 
example, where an employee works 
from a home office using a company 
computer, sends or receives emails via 
the internet on a password-protected 
private account, and takes measures to 
delete all personal files before return-
ing the computer, some courts have 
held that the attorney-client privilege 
remains intact if the evidence also 
discloses that the company failed to, 
or was lax in, enforcing the policies,17 
or failed to provide sufficient notice of 
the extent to which it would monitor 
internet communications.18 And, even 
though attorney-client communica-
tions are sent using a company-issued 
email address and the company’s 
computer system, insufficient notice of 
the company’s no-personal-use email 
policy will also defeat a company’s 
challenge to a claim of privilege.19

What is a Careful Lawyer to Do?
Returning to the beginning hypo-

thetical, where does this leave the com-
pany? If there were a pending proceed-
ing, the company would probably have 
a good challenge to the attorney-client 
privilege assertion but, not a slam-
dunk. But, here, there is not a proceed-
ing from which to secure a ruling. If 
the company looks at the emails and 
later litigates and loses the argument, 
the company lawyers doing so may find 
themselves disqualified from the de-
fense of the company, or worse.20 What 
to do? Well, one option is to hold onto 
the emails, not read them, and place 
the issue before the court for decision.21 
This, of course, presupposes a lawsuit 
will eventually be filed. If there is no 
lawsuit, one could, if sufficiently imagi-
native, prompt a judicial resolution of 
the privilege issue by,22 or perhaps refer 
the matter to, an expert for an opinion 
that may be of some assistance in later 
litigation. 

In the last analysis, proceed with 
caution in reading an employee’s 
potentially privileged documents unless 
there is a controlling decision in your 
jurisdiction that accords closely with 
the facts of your case. Otherwise, a 
careful lawyer should approach this 
with caution and seek judicial review 
before acting. The law in this area is 
not sufficiently mature for most lawyers 
to risk disqualification from reading 
potentially privileged documents.   
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